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Stt N¢ "‘/W Yéu ciu ky thuat

I | Thoi gian cung cap dich vu: 12 théng

Il | Yéu cau chung
- Pat chudn Tier III cho thiét ké, x4y dung va van hanh.

- Pat tiéu chuin Level 4 vé An toan Hé théng Thong tin cép do
Quéc gia.
| Tiéu chun trung tdm | - Pat chudn Rated 3 - TIA 942 tidu chuén quéc té vé thiét ké va
dir liéu xdy dung Trung tam dit liéu.
- Ha tAng cung cAp dich vu cia nha thiu phai dt t&i thidu > 02
trung tdm di li€u, trong dé co it nhét > 01 trung tAm dit lidu dat
tai TP. Hd Chi Minh.
Co6 céc chimg chi con hiéu luc hodc twong duong nhu:
N " ) | - PCIDSS
) T}eu cfluan chung chi _TVRA
bao mat
-1SO 27017, 270 18
-ISO 27001:2013 /ISO 9001:2015 /ISO 50001:2018.
- C6 kha ning tich hop cung cdp dich vu Disaster Recovery
. A | (DR) cho phép nhin ban cic may chi 4o sang mdt Trung tanjd
Kha nang tich hop cac | ,_ ... . . RCRE s
3 dich vu khac dir liéu khac vai RPO (Recovery Point Objective) <4 gio.
' : - Cho phép quén tri trén ciing mt giao dién Portal cho céc dich
vu DR va Backup.
III | Tai nguyén tinh toan
.. N - CPU: 80vCPU (Xeon Gold hodc cao hon).

1 | Tai nguyén y€u cau
- RAM: 96GB.

- Cho phép mé rong tai nguyén linh hoat theo ting don vi nho
. : nhét: 01vCPU/01GB RAM/ 01GB Storage ngay lap tire.

2 | Dic tinh yéu cau - H tro tinh ning ting nong (hot-add) CPU, RAM va mé rong
n6ng (hot-extend) 6 dia cho cac méy chii 4o ma khong ghy gidn
doan dich vu.

IV | Tai nguyén luu trix

1 | Tai nguyén yéu cau Tai nguyén luu trit: 5STB.

2 | Pic tinh yéu chu St %ung 8 dia thé rén Solid State Drive (SSD) c6 str dung cong
nghé RAID.

V | Tai nguyén mang

! - IPv4 public: 03 IP.

Tai nguyén yéu cau

- Bing thong trong nude: 500Mbps.




Stt Noi dung - it Yéu ciu ky thuat
‘1| - Bang théng quéc té: 50Mbps.
- Béang thong internal: 01Gbps.
- Dt liéu luu chuyén: Khéng giéi han.
- Switch 4o: 03.
3 |k yan o — Két n6i mang dat bing thong it nhét 0 1Gbps gitta cac may chu
ao trong cum.

VI Céng qudn tri dich vu dién toan dim may
- Cho phép khach hang chi dong khdi tao cdc mdy 4o trong cum
tai nguyén VPC, ning cdp, x6a cdc mdy chi 4o, cdc anh chup
(snapshot).

1 | Quan tri cdc may &o - H0 tro cac tinh ning co ban: tit, m&, khéi dong lai, tam dung
mdy, d6i tén may, console, reset mat khau.

- Gidm sat tai nguyén hé théng (CPU, RAM, Disk) cadc méy chu
a0.

, | Quan tj he thdng | - Cho phép chi dong thiét ké, cAu hinh so dd mang 4o cta hé

mang thong: phin chia cic ving mang (DB, App,...).
VII | Hé didu hanh hd tro
HJ tro cac hé diéu hanh:
- Windows Server 2012R2, 2016, 2019, 2022 va céc phién ban
. _ | m&i hon.
| I;lzd;zu UEB0 Sl Ty - Ubuntu céc phién ban.
- CentOS/RHEL/Oracle Linux/Rocky linux/Almal inux.
- Cho phép khach hang tu cai dat hé diéu hanh tir kho thu vién
ISO san co.
VIII | Cam két dich vu
1 |SLA Do kha dung > 99,99%.
IX | Dich vu sao lwu dy phong
- s - 86 lugng VM duoc sao luu > 02.
1 | Tai nguyén yéu cau )
- Dung luong luu trit: 05TB.
- Quan tri chung véi dich vu dién toan dam maéy.

2 | G quen i djbrvn | C,ho p}}é{) khach hélr;g tu"thiét 17'511,3 lic{h savo luu tu d@nNg (Backul,a)
may chu ao, phuc h6i méy cht ao tir ban backup da tao trude
do.

Co ehf san Twy du | Su durrlg co ché }(hénvg cai Aagentv Ién fnéy chu ao, khén,g é\mh

3 . hudng toi tai nguyén, bang thong cia may chu ao trong qua trinh

phong backup, restore.

4 Phuong thiic sao luu | - HO tro da dang céc kiéu backup.

duphong . .

'| - Co ché backup, restore da dang: forward, reserve.
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Stt Noi dung Yéu ciu k§ thuit
' - Giai phép backup c6 hd tro co ché incremental dé tiét kiém
; dung luong luu trir.,
X | Dich vu bdo mat, twong lia
1 | Tai nguyén yéu cau - 86 luong VM duge bao vé: > 2.
- Chan nhiing tAn cbéng vé network nhu brute-force attack,
password stealers, bots.
- Chén céc cudc tin cong lira ddo dang Phishing.
> | Tinh ning - Tu dong h,c’)a ngan chan va loai bé malware.
- Phong chdng Ransomware.
- Cho phép khach hang cht dong kidm soat cac cong dich vu
trong cum may chu ao.
- C6 tinh nang VPN dé két ndi dén may chil.
XI | H6 tro
1 | Kénhhd tro - Hb trg 24/7 qua nhiéu kénh (hotline, ticket, email,...).
9 Thot gi\an tiép nhan va | - < 15 phut kfé tir khi nhéan dwoc yéu céu.
phan hoi - Ty 1€ yéu cau xtt ly diing han > 90%.
- Nha thau phai c6 chinh sach hd trg mé rong, nar cép tai
37" | B o ehigo nguyén hé théng trong tnr&mg ho*p phét sinh nhu cau tthJ (a4 dot
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trong thoi gian ngan. "’QC




